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Overview

Application Overview — B-COMM 5.7.0

B-COMM - , Overview"
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GUI Event management Components Components HR
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Debug issues Testing tool Testing tool
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2120-Ké

LockerLock 2120-K6 suppo

Graphically prepared example of a LockerLock 2120-Ké6
dormakaba
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rt:

LockerLock 2120-K6 — Integration

The LockerLock 2120-Ké has been added as an additional
component type in the actuators.inifile.

When registering a new component, two LockerLock variants
are offered in the type selection field

New component

3 User media ‘ E

g Parameter

Type
MName

Time zone

| = | = | @ | i mfo | [ catowsy |
ﬂ I 1o | Object in Field Parameter I paster I I u

| LockerLock 2120-K6 E300 LEGIC Advant ~ ‘ Version 4
Digital Cylinder Mifare Wireless BLE E360 V4 I
Digital Cylinder Mifare Wireless E320 V4
Digital Cylinder Mifare evolo V4

LockerLock 2120-K6 E300 LEGIC Advant
LockerLock 2120-K6 E300 MIFARE 1
MC Cylinder Legic Advant Wireless E320 V4

MC Cylinder Legic Advant Wireless E321 V4

MC Cylinder Mifare Wireless E320 V4

Enable component event memory (Traceback)

LockerLock 2120-Ké6 E300 for LEGIC Advant or for MIFARE




Document typ: HTML

Documentation in HTML format:

W'
L Show manual . F1

L Show interface manual. . F2

= dormakabar« e

Home Home
> General

> Product description

> Ucensing B-COMM Reference Manual
> Operation
» Order file BCLANXX.ORDER | BCSERxx.Order =
> Debug files D -:
. 0
> Optional software modules / I ﬁ
> Appendix
Index f ; Q
% A
© 2025 dormakaba Deutschland GmbH *

To load it: Help
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Documentation:

The previous documentation was provided in PDF format. This
required a PDF editor and was not particularly convenient in many
respects. For these reasons, the entire B-COMM documentation
has been converted to HTML.

The converted documentation includes:

1) The Reference Manual

2) The Interface Manual

3) The Installation Manual

4) The Biometrics Quick Guide

5) The Bio Data Protection Descriptions (during enrollment)

6) The 3-Party Licenses

The manuals are still available for download in PDF format on the
portal.



SSH key formats

RSA and ED25519 in same client:

Configure client X

* Order ,SSH key exchange'

(== Paths

LEGIC Mobile Access Connector

ﬁ Application interface(s) | Advanced settin i

Instead of an RSA key, an ED25519 key is generated if there is an openSSH

server >= 7.5 on the device. This is the case by default on the following
C] Use alternative 1D instead of GID/DID for terminal addressing devices-
)] Booking file(s) in ANSI farmat instead of Unicode
o One booking file per stream, continuously appended ("<stream name=>.booking”) - 9 [ 67 ] 0 0_ Ké from 7 3 [ 5 67 8 ]_ 0 Q_X_ KO 0
f;‘ One booking file per stream and per day ("<stream name>_<date>.booking") - 9 2 0 O_ K7 from 6 8 0_ O O_X_ KO O
(_) One booking file per client. continuously appended("<client> booking” or individual name)
[:.‘One booking file per client and per day ("<client>_<date> booking” or individual name incl. date) - 9[678]00_K7 from 739_00_X_K00
SSH key related functions enabled 5 g, 9200-K5 Linux 2.6 > 669-)()(-X-KXX \/ x
a Use common S5H key for all terminals E g 9200-K7 Linux 4.14.184 < 680-03-X-Kxx \/ vy
Private RSA SSH Key fmahe\Kaba\B-COMWM\SSHKeys126097496-b566-4eed-83be-3527c40b3e69 [ r?l E 9200-K7 Linux 5.10.76 = 680-04-X-Kxx v v
Private ED25519 SSH Kay = 9600-K5 Android 2.2.1 < 7(37637?;;(3';04 v x
FTF' password related functions enabled — .
C] Use common FTP passwords for all terminals E 9700-K5 Android 2.5.0 Shca kel ‘/ x
£ = 736-07-X-K01
Comman FTP passwords K 3?88'22 Android 5.0.2 (737/738) v X
o ) < 735-07-X-K01
Eel
£ < 736-11-X-KO01
) 9600-Ké :
£ g Android 9 (737/738) v
I 700k < 735-11-X-K01
9600-K7 ) —_———
il Android 12 > 739-00-X-K0O ® v
' . ]
« Order 'Deployment of provisioned SSH keys
- The order has been extended and now takes both key types into account

 cancel - Mixed operation of older and new dormakaba devices with the respective
ED25519 and RSA SSH keys is possible under one client, whereby
To load it: Right mouse click on client -> Configure... -> Advanced - ED25519 is only deployed to devices with openSSH server >=7.5
settings - RSA is not deployed to devices with openSSH server >=9.5
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Apple Wallet

Component

Edit component

ﬁ Parameter |

|

| =

E] Apple |

Media Definition Number i

AD i
File ID i
StartPos/Offset 1

Length i

Private key 1
Authentication key 1
User interaction 1

Active configuration i

Load Default

Object in Field Parameter

i

2
000003
4
5
6
0007
000008
9
10

O

O

Save Default

— Apple Wallet support

User media
== Digital Wallet

Ocue

To load it: edit component -> Digital Wallet

dormakaba
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x

« Component Parameterization Apple Wallet

Apple Wallet is supported in the components. A new "
" tab has been implemented for this purpose.

= | ‘ i ‘ i ‘ B Mobile Access ‘ i Info ‘ 5 Gateway ‘ E‘D\g\talWaHet
[ Parameter | Object in Field Parameter Master m Door User media
.
.
Requirements:

1) The gateway is a

2) The gateway is equipped with firmware
3) The component is Apple Wallet-enabled
4) The component has firmware version

If a component is not Apple Wallet-enabled, this tab is inactive
and therefore cannot be selected.

The parameter settings are taken into account both during
manual creation and during the installation wizard.



Apple Wallet

Gateway 2040-K7 — Apple Wallet support

< Wireless commissioning
=2 Wireless components
1 Wireless extenders

= Evenls

| «h Ethernet network I
VIreless networ

Y Diagnosis

# Cerlificate
@ Import
[ Export

& Change password

© About device

i= Licence information

To load it: Right mouse click on a gateway -> Call Web Ul...
dormakaba

MAC address 0:15:B! 4
IP address 0
Subnetmask
Default gateway

DNS address 1

Network Authentication (IEEE 802.1X)

802.1X Security OFF
Services
DNS ON
TLS 1.2 and later
mode
—
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Integration of Gateway 9040-K7 Version 5
APl4.x Compatibility Mode

- API 4.x compatibility mode must be disabled for the
"Apple Wallet" function.

B-COMM 5.7.0 automatically disables compatibility
mode when registering a dormakaba Wireless
Gateway 9040-k7.

The necessary functions are only available after
compatibility mode is disabled.



PEC

PEC/HR — GUI configurator

Eile  Configuration  Info

x| &8 ) i

* GUI configurator
The maximum font size has been increased from 99 to 512

Parameter settings
¢ Operation management
9 Operation ﬁj KeyLabel Configuration
Function key
_Ilz_u;tction key and break signal control [ Common |’ T |’ Color |’ Color Signal |
e
¢ List
Image Font
7 Check criteria
Customer number
Time profile
Time profile biometric Style ‘PLNN ‘ = ‘
Special day
Code control and keyboard Size |72 ‘ -
¢ Output 505 "
Operator info text —
Duration 506
Text to speech 507
| 7 System 508
Com.munlca.tlon . 500
Daylight saving time:
Characterset and language L ||
! Password 511 =
| Data management 512 ~
¢ Reader and badge
Reader configuration
E:ggz jiﬁ;;i?’m“’” * Spllt screen im provements
ot hecess The parameter SplitAreaUsage is required to
Access cortrol enable/disable the split screen on the terminal
| Display control
| In-/Cutput mapping
GUI configurator

To load it: PEC -> Parameter settings -> System -> GUI configurator
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GUI

User password

Biometrics CardLink  Whitelist  Help
¥ User management... Strg+Alt+B
& Userchange... Strg+Umschalt+B
B, change password... Strg+Alt+P

1Y

Adjust password settings. . Strg+Alt+)

Logout Strg+Alt+L

Adjust password settings X

User password ‘

Enable length criteria
Minimum length 10+

Maximum length hdl =

EEJOK gCanceI

To load it: User -> Adjust password settings...
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Set password lenght

The administrator can use Adjustable ”
" Window for changing user password length

The adjustable range is between a minimum of 10 and a
maximum of 128 characters.

Note:
The password length can only be changed by the
administrator or a user with administrator rights.

Change password X

,'q‘( Change password |

Old passward | o
nformation

New password

Password rules:
Confirm password 1- atleast 10 characters
2 - atleast 1 lowercase character
3 - atleast 1 uppercase character
4 - at least 1 digit (0-9)
5 - atleast 1 special character
6 - no whitespace characters

EE’_Z‘OK Q Cancel

10



GUI

General

Yiew Info support  User  Biomet

B Futterminalfac manager into operation..
*  Put standalone component into operation..

Put wireless companent into operatian .

To load it: B-COMM GUI -> Install wizards
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* Install wizards

* In the B-COMM GUI, the menu item 'Installation Wizard
/ Commission Wireless Component' is reactivated.

-> The functionality of the installation wizard is not yet
available in all versions, but the main areas of
application work.

-> The wizard is not available for the combination of
CardLink components with MIFARE technology.

-> The funktionality for the manually commissioning
wireless components is still guaranteed.

"



Further Features

Further Features
Addition to ...

(Security & Health Check) iSSUes:

e The "Security and Health Check System Information" (SHC for short) has been expanded.
To enable additional data transfer, a dialog with a single checkbox has been added. Security and Health Check X

The path onq thefile name of the SSH key (the so-called SSH key ID) can be transferred .0 Export path and name of SSH key file?
to the 'Security and Health Check' (SHC) data. =

Yas Ma

issues:

e  The new version B-Device 2.2.12 has been integrated.

Support  User Biometrics  CardLlink  Whitelist  Help
FOSS (Free & Open Source Software) ISSUES: & Aot Al+F
I System information... Umschalt+F 1
* The external libraries used and integrated are subject to constant review. The list is Ml Security and Health Check system information
constantly being revised and this list can be viewed for each version in the info tab. i Third party librariesficenses.
E Licencing... L
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Further features

Further Features

Addition to ...
B-COMM Helper issues:

*«  Two new commands have been implemented:
1. ,Network adapter add" (NetworkAdapterAdd)
2. ,Terminal add" (TerminalAdd)

Example of a command:

<?xml version="1.0"?>

<HelperCommand Command="WriteOrderDirect" Client="UDP-Kommunikation"
Stream="BCLANO01"><Order Command="ConfigurationChange"
Subcommand="NetworkAdapterAdd"

Data="192.168.178.111" GID="05" DID="04" /></HelperCommand>

Result:

E}f. UDP-Kommunikation [3 Kanéle mit 4 Terminals, 1 aktiver Kanal]
- =98 BCLANO1 [192.168.178.27:7701, __,
S Metzwerkadapter [192.158.1?8.38:??01hex. 01/03]

E g 9600-K6 B-Client HR20 [01/03, Voucher buchen méglich]

2 Terminals]

'.::p'_"‘| Letzter Auftrag [ConfigurationChange:TerminalRemave:FinishedOK (-1/05/04)]
- Dateien

dormakaba
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& HelperDemo V5.7.0 candidate = O X

TCP{IP Demo  HTTP(S) Demo

Helper Command

| | Selecta Cmd-Fie: iNetwork AdapterAdd xm i el 5eve Cmd-Fie (= Directory

<?xml version="1.0"7?>
<HelperCommand Command="WriteCrderDirect" Client="UDP-Eommunikation"™ Stream="BCLANO1"><C1
Data="192.168.178.111" GID="05" DID="04" /></HelperCommand>

| Current command path: C:\Users\hoffmahe!Kaba|B-COMM\HelperDemolemd_tepiph, y'l Send Command
(O Pericdically (005 | (L) sec

Helper Answer

—-—— 2025-06-17 16:01:42.840 —--————————————————————————————
——— Status: Waiting for response.....

<?xml wversion="1.0" encoding="iso-8855-1"7>
<HelperAnswer Command="WriteOrderDirect™ Client="UDP-Kommunikation" Stream="BCLANO1"™ Sta
tus="ACK">
<Order SectionName="CRDER_ 20250617160142513" /=
</Helperhnswer>

[:] Append Responses

TCPR{1IP Configuration
Select an IP-Address: | 192.168.178.27 v| P Start Connection Reload Configuration
Select a TCP/IP-Pork: | 3001 v| Stop Connection [&] Save Configuration
|
k:urrent program path: C:\Kaba\B-COMM @ Exit

| N—

13



To be continued..
with the next release
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Thank you

dormakaba Deutschland GmbH
AlbertistralBe 3

78056 Villingen-Schweninngen
Germany

T:+49 7720 603-0
dormakaba.com

Disclaimer

This communication contains certain forward-looking statements including, but not limited to, those using the words "believes”, "assumes”, "expects” or formulations of a
similar kind. Such forward-looking statements reflect the current judgement of the company, involve risks and uncertainties and are made on the basis of assumptions and
expectations that the company believes to be reasonable at this time but may prove to be erroneous. Undue reliance should not be placed on such statements because, by
their nature, they are subject to known and unknown risks, uncertainties and other factors outside of the company's and the Group's control which could lead to substantial
differences between the actual future results, the financial situation, the development or performance of the company or the Group and those either expressed or implied
by such statements. Except as required by applicable law or regulation, the company accepts no obligation to continue to report, update or otherwise review such
forward-looking statements or adjust them to new information, or future events or developments.

This communication does not constitute an offer or an invitation for the sale or purchase of securities in any jurisdiction.

dormakaba®, dorma+kaba®, Kaba®, Dorma®, llco®, LEGIC®, Silca®, BEST® etc. are registered trademarks of the dormakaba Group. Due to country-specific constraints
or marketing considerations, some of the dormakaba Group products and systems may not be available in every market.
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